
Grow your business the secure way-
with HP Security Manager

An HP Wolf Pro/Enterprise Security Solution 

HP Security Manager



Bring clarity to compliance

Strengthen your security posture and make it consistent across your entire fleet of devices. HP Security Manager  lets you monitor, manage, and 
automatically restore critical settings that make maintaining compliance simple. 

HP Security Manager
policy across the fleet, and secure new HP devices as soon as they are added to your network with HP Instant-on Security.  Actively maintain and 

administrative overhead.

How HP Security Manager secures your fleet
HP Security Manager

Provide fleet security with effortless policy creation

policy for your environment. Easily modify your security policies to best suit changing company needs, regulations, or industry standards.

HP Security Manager Base Policy template

approach for securing a common enterprise printing environment, but is easily tailored to meet individual security policy requirements. The template 
combines settings from the U.S. National Institute of Standards and Technology and HP Security Best Practices Checklist with customer input on 
the security settings necessary to create a secure—yet productive—print environment.

Stay one step ahead of evolving threats

security methods—including authentication, encryption, and monitoring—to protect this data on your PCs, networks, and servers. But is your printing 
and imaging environment as secure as the rest of your infrastructure? 

Print security can be complicated. HP Security Manager  makes it simple to take device management off your to-do list and protect at-risk printers 

environment, saving your business time and money that can be better spent elsewhere.



Connect devices to your policy in a variety of ways

.

 Let Security Manager  discover your HP devices through auto-discovery. Set it 

which devices you want to manage from the list.

 Use the HP Instant-on Security feature to automatically add each HP 
device into Security Manager  as soon as it is connected to your network (or after a cold reset) 
without any IT intervention. Unique to HP Security Manager , HP Instant-on Security immediately 

and minimizing risk.

1. New device 
installed 
or existing 
device reset 
(unsecured)

2. Built-in device agent finds HP Security 
Manager  server when plugged into 
network or rebooted

3. HP Security Manager  instantly applies 
security policy to printer to bring it into 
compliance (secure)

HP Instant-on Security



HP Security Manager  helps maintain compliance with ongoing assessments and automated 
remediation. You decide how often you want to assess and remediate your devices. Daily, weekly, or 

 During an assessment, HP Security Manager

anynoncompliant features.

 HP Security Manager  can also automatically apply the correct policy settings to 
any noncompliant features recognized during the assessment. The corrected setting is assessed 

security reporting

Protect your information with built-in reporting. Users can run summary reports on the overall risk level 

reports can also be sent after each auto-scheduled assessment and remediation.

HP Security Manager  can also provide a risk assessment to help you identify less secure devices. 

or may not be enabled with Sure Start, run-time intrusion detection, or whitelisting capabilities.



Protect your workflow with fleet-wide 

to prove identity and encrypt data, enabling secure communication between trustworthy entities. 

maintaining them properly.

HP Security Manager
increase the security of your infrastructure, applications, and device communications.

Before
Manual, time-consuming, and error-
prone process required on each 
device

After
Simple, efficient, one-time setup 
for the entire fleet with HP Security 
Manager



More than 97% of the fleet complies 
with the security policy

97%
Less than 25% of the fleet complied 
with the security policy

25%

HP Security Manager
business situations. 

of their business, and is required by industry regulations. However, with print fleets that often number 
in the thousands, maintaining security consumes a substantial amount of administration overhead. 

With HP Security Manager
assessment and remediation of their HP printing and imaging fleet. This helps ensure that the fleet 

activities. Administrators can also print or save built-in fleet, device, or feature-level reports for proof-
of-policy compliance, making it easy to verify that client information is safe and secure.

Before HP Security Manager After HP Security Manager



System requirements

The following are the basic requirements for installing the newest version of Security Manager

• Internet Information Services (IIS) 7.5 or newer versions.
• Microsoft NET Framework 4.8 or newer version.

• 
Manager product support page.

• A supported Microsoft Windows computer
 Supports the following Microsoft Windows 64-bit operating systems:

 IHP no longer supports or tests Microsoft operating systems released for prior HP Security 
Manager installations. Support will only be provided for the latest Security Manager release versions. 
HP recommends to use a supported Windows Server with Windows 10 and 11 for optimal performance.

1. Windows Server 2022
2. Windows Server 2019
3. Windows Server 2016
4. 
5. Windows Server 2012
6. Windows 11
7. Windows 10

 If the HP Security Manager installer does not detect the .NET Framework 4.8 or newer versions. 

Framework.

 Security Manager supports platforms that have Microsoft Windows and NET Framework high-
priority updates.

1. 4 or more processor cores
2. 2.8 GHz or higher processor speed
3. 
4. 4 GB of available storage

Security Manager supports the following browsers:

 HP Security Manager is supported in VMWare and Hyper-V environments with the Windows 

required for Hyper-V.

 If installing Security Manager on a VMware instance, you must use the hardware (MAC) 

dynamically generates the virtual adapter MAC address and does not guarantee it will remain static 
during session restarts or power toggling. If the MAC address changes, the print license service will 

SQL 2017 or 2019 is recommended on VMware because testing with older versions and partially 
disabled TLS settings resulted in random database connectivity issues. However, SQL 2022 is 
recommended to avoid vulnerability issues with earlier versions of SQL server.

1. Chrome version 60 or newer
2. Microsoft Edge (Chromium-based) version 79 or newer



Sign up for updates hp.com/go/getupdated

1. HP Security Manager must be purchased separately. For details, see hp.com/go/securitymanage.

2.

3.

The information is not guaranteed accurate by HP Development Company. Users can customize the security policies used in the analysis, which will affect the results. Actual results may vary.

4. hp.com/go/webjetadmin.

accompanying such products and services. Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.

Google Chrome is a trademark of Google Inc. Microsoft, Windows, Windows Server, and SQL Server are U.S. registered trademarks of the Microsoft group of companies.
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